esy ESI| eAccess -
Access Dashboard User’s Guide

This document will guide the Access Dashboard Admin through setting up and managing Access
Devices, People, Groups and Schedules.
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Overview

ESI Access Dashboard enables you to manage People and Devices associated with premises access for
both eSIP Evolution and eCloud Service.

Who should use Access Dashboard?
Administrators of an office building, school or government building where security is important would find
this tool vital.

Why use Access Dashboard?

ESI access devices can be managed without the Access Dashboard but it would have to be done by
connecting to each device one at a time. This also means people and schedules would have to managed
at each device individually. This can consume a great deal of time and cause inconsistencies between
devices.

Getting Started

There are five main steps that must be accomplished to complete your ESI Access installation and setup.

1. Add the access devices to the network — getting the devices IP address once on the network is
critical to the remaining setup

2. Directly connect to the device — using the devices IP address you’'ll want to ensure certain
settings are correct for a smooth install

3. Create your Access Dashboard account — ESI personnel will take care of this for you. The
administrator of the account will receive an email to create a password and login.

4. Login to Access Dashboard — here you can add People, specific devices, schedule and time
plans.

5. Assign access devices to an extension on the eSIP or eCloud PBX - this is important for the
device to take and receive audio.
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Preparing the Access Devices

The Access Device must first be configured to communicate with the ESI Access Dashboard. This section
is typically done by the ESI Certified Partner.

Retrieving the Device IP Address

To begin
1. Add the devices to the network.
2. Make note of the device’s MAC address (on back of device) and IP address. Here’s how you get
the IP address:
e Devices with a dial pad — press the pound (#) button for 3 seconds. The IP address will
be read back to you.
e Devices without a dial pad — press the call button for 3 seconds. Once you hear beeps
press the call button again. The IP address will be read back to you.

Connecting Directly to the Device

Now that you have this information you can access the device for configuration to the Access Dashboard.
1. Enter the IP address in your browser’s URL field and Enter.
2. Alogin screen will appear. Ask ESI Support for the default password.

<« C | @& 192.168.254.123

User:

Password:

Language:

Important: Once logged into the access device DO NOT add users, groups, schedules or time
plans. You’ll do all this from the Access Dashboard. Programming the device directly will have
negative effects on the Access solution. If you’ve already done programming at the device, factory default
the device. This will save you much frustration going forward.

3. For the best performance the device should be on the latest available firmware.

e eSIP PBX - the latest firmware can be found on ESI Academy, which is available to ESI
Certified Partners

¢ eCloud PBX - the latest firmware is on the Cloud server. A simple reboot of the device will
initiate the upgrade.
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: Network

> Line

» EGS Setting

Enabling the VPN

1. Select Network in the left
navigation panel then select
the VPN tab.

e Ensure “Enable VPN is
selected.

e Make sure “OpenVPN” is
selected.

o Select Apply

B Keep Online EFHY

||

Default password is in use. Please change!

Software upgrade

Current Software Version: 2.8.2.7051

System Image File Upgrade

Basic Web Filter

Virtual Private Network (VPN) Status

VPN IP Address: 172.18.24.14

+ Line VPN Mode

Enable VPN

+ EGS Setting Lare O OpenVPN @
» EGS Access Layer 2 Tunneling Protocol (L2TP)

T — ]
+ EGS Logs Authentication Name I 1

Authentication Password m
Apply

= Door Lock

OpenVPN Files

+ Function Key OpenVPN Configuration file: client.ovpn 207 Bytes
CA Root Certification: ca.crt 1716 Bytes
» Alert Client Certification: client.crt 5448 Bytes
Client Key: dlient.key 1704 Bytes

2. The VPN IP Address should change to something other than all 0’s.

: EGS Setting

: EGS Access

: EGS Logs

» Door Lock
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Web Filter

Virtual Private Network (VPN) Status

I VPN IP Address: 172.18.20.82 I

VPN Mode

Enable VPN
Lzte O OpenVPN @

Layer 2 Tunneling Protocel (L2TP)

L2TP Server Address | |

Authentication Name [ |

Authentication Password [ |

Apply
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Updating the Realm Name (eSIP PBX Only)

1. Navigate to Line tab then the SIP tab.

2. Verify the Realm field matches the domain name for the account. All eSIP accounts should end in
“.auth”.

3. Select Apply.

Basic Settings SIP Holspot Blacklist

Lime SIP1 v

Rasic Settings »>>

Line Status Inactive SIP Proxy Server Address

Phone number SIP Proxy Server Port |5060
» EGS Setting Display name | Backup Proxy Server Address |

Authentication Name | Backup Proxy Server Port 5060
+ EGS Access Authentication Password | Outbound proxy address

Activate ] Outbound proxy port

3 EGS Logs | Realm [ )] I

Codecs Settings >>

» Door Lock
Advanced Sellings >>
Apply .
Confirm the ACS Server URL
1. Navigate to System>Auto Provision. _
TROGY >
. Se|eCt TR069 Enable TROG6S
3. Verify that the ACS Server URL is Enable TRO6 Warning Tone
https://doorcom-prod.esihs.net:7547. I e iRt

ACS Server URL https://doorcom-prod. esit| I
ACS User admin
ACS Password sanan
TLS Version: TS 1.2 v
INFORM Sending Perlod 300 Second(s)
STUN Server Addr [0.0.0.0 ]

STUN Enable

| Apply

The Access Device should now be able to communicate with the ESI Access Dashboard. Login to the
Access Dashboard to add People, specific devices, schedules and time plans.

Page 6 of 28 0455-0288 Rev M



Your Access Dashboard Account

Accessing your account

Your Account will be created for you by ESI. If you are a Reseller or Admin level user, you will receive an
email that will provide a link, where you can create your password. Once that step is complete you can
login to the Dashboard. (ESI personnel cannot create or reset passwords.)

Added access for Estech Systems Access application > inbox x

Estech Systems Access <no-reply@esi-estech.com>

tome *

Hi Julia,

Your user profile for the Estech Systems Access app was promoted to Admin for the account ES| In-House.
With this profile level, you can access the application and use your existing card/pin combination.

For accessing the app you will need a password, that can be created on the link below
link: https://access.esiapi.io/

Note that this link is valid for next 2 days.

Use jkedward@test.com | for accessing the app

For more details ask your manager

Thanks,
Estech Systems Access

Logging In

1. Go to access.esiapi.io
2. The admin will log in with their credentials provided

Password

by ESI.
Forgot Password
1. If you've forgotten their password, select Forgot Ertersmallacdress

Password.
2. Enter in the email address and select Send Reset ( T PASSWORD MK )
Password Link. The password reset link will be sent

to your email if it matches an account on the system Go to login page
and the screen will be redirected to the login page.
3. By default you'll land on the Activity view when

logging in.

Note: ESI personnel cannot create or reset passwords.

Page 7 of 28 0455-0288 Rev M


https://access.esiapi.io/

Account Details

As an administrator you can edit any of this information except the Domain name.
= ESl In-House (US/Central)

si; ESTECH SYSTEMS

Account Name

Account Details
ESI In-House

Domain

esi.inhouse.com

Timezone

US/Central
Admins

Use Daylight Saving Time
e
(_‘Julja Gulia Q)
¢ B5 accountpemaL

@ oT

Change password

To change password, click on the account located on the left side of
the screen and click Change Password.

=

ACCOUNT DETAIL

Logout

To log out, click on the account located on the left side of the screen
and click Logout.
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Dashboard View

Dashboard shows the aggregated activity of all the devices in one view. At the top of the screen you will
see how many devices are active as well as the number of successful and failed entries for the time
period. A graph is displayed followed by a log of all device activity.

= ESl In-House (US/Central)

@) ESTECH SYSTEMS Activity Export CSV

ey

[ 08/0412022 o] ]

Q reone @ Success @ Fail

10pm  fipm  12am

Live Feed

Becki Lambchop y ACCESS CARD 1141991025 SUCCESS

Unknown User y ACCESS CARD 088 04 Aug @ 11:26 AM CDT

Jimbo Szukala ACCESS CARD 3827127153 04 AU @ 1126 AM CDT success

AM CDT

Julia Gulia

:22 AM €DT
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People

People consists of anyone associated who needs access to your business [building] or internal secure
areas like a network closet. This could be a full time employee, seasonal worker, contractor, vendor, or
maintenance staff. A person can use a RFID card, a PIN number or both, depending on the access
device model, to gain entry.

As shown in the screen below the following information associated with each person is displayed. Use the
search field at the top of the page to find a specific person.

Selecting the down arrow () next to a specific a person will show their access log history.

= ESI In-House (US/Central) Upload CSV + Add a Person

/ésly ESTECH SYSTEMS PEOPLE

FIRST NAME LAST NAME ACTIONS

Lambehop User £ W
uggy User P

P

=
@ GRC

il

&

Version: 14.35

You can add People in two ways

¢ Individually, one at a time
¢ In bulk using the Import template

Important:

e Special characters (& @ # -, etc) are not accepted in the names of People

e Once logged into the access device DO NOT add users, groups, schedules or time plans.
You’ll do all this from the Access Dashboard. Programming the device directly will have negative
effects on the Access solution. If you've already done programming at the device, factory default the
device. This will save you much frustration going forward.

e DO NOT alter the CSV template by adding or renaming column headings. DO NOT use a
different CSV template that the one provided in the Access Dashboard.

e Once you’ve added People to the Dashboard, you are not done. You MUST add the people to a
Group. Without this step the device doesn’t know which reader and time frames are approved for that
individual.
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Adding a Person

To add a person

Person Info

1. Select People First Name Last ame *

Becki Lambchop

Click +Add a Person in the upper right

corner. First Name & Last Name Emal addresst

o Email Address — the email address e —
must be unique.

e Mobile Number — this is not a
required field.

e Card ID — the number printed on the
RFID badge o :ﬁ:l:::tszfctz;)ﬁequires cerde SR

e Pin — numeric 4-6 digit. Duplicate
PINs are not accepted.

e Dual Authorization —enabling this
selection means the user will be
required to use their RFID card and
PIN at the same time for access
entry.

3. Remember to Click Save when done.

Mobile Number

card ID Pin

1141991025

[

Daytime M-F

Note: The Groups field is explained in the Groups section of this document. When a person is added to
group in the Groups tab their personal details view (shown above) will reflect which groups they were
added to.

Bulk (CSV) Import for People

1. Toimport a CSV file select Upload CSV from the upper right hand corner of the People screen.

= ESI In-House (US/Central) Upload CSV + Add a Person

PEOPLE

FIRST NAME LAST NAME ACTIONS

2. Select Download CSV template. Only use this template. The import will not Upload CSV
be successful if using a template or CSV file you created.

Download CSV template

Important: Do not alter the CSV template by adding or renaming T
column headings. Do not use a different CSV template other than the
one provided in the Access Dashboard.

CANCEL
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a Once downloaded, input the information for each column and save as .csv. Select the Select CSV
file. The first four rows of the template show examples of proper data entry. Simply delete these
four rows before uploading to the account.

A B C D E F G H

1 |# FFirst Last Email Phone Cardid Pin Dual Auth

1 Laura Example laura@example.com 3.B1E+09 131231 disable

3 2 Craig Example craig@example.com 1.11E+09 disable
4 3 Mary Example mary@example.com 3.33E+08 1223412 enable
5 4 lamie Example jamie@example.com disable
] 5 disable
7 3
8 i

b All columns must filled in except for the Phone field, which can remain blank. Once completed,
save the file (as a CSV file). You can save the file under a different name than the default (import-
users-template.csv), if preferred, but it must remain a CSV file.

A B C D E f G H
# First Last name Email Phone Cardid Pin Dual Auth

1 Julia Gulia jgulia@test.com 1928379876 9847 disable
2 Brandon  Crist beriss@test.com 1928374650 1047 disable
3 Mario Venta mventa@test.com 1928371234 8465 enable
4 Jlimbo Szukala jszukala@test.com 1928372345 2395 disable
5 Billy Buggy bbugg@test.com 1928374567 3957 enable
6 Becki Lambchop bveal@test.com 1928376789 1957 disable
)
8

3. Now that the your file is created
a Go back to the People tab in the Dashboard
and select Upload CSV.
b Click “Select CSV file” and find and select

Upload CSV

Download CSV template

the file you created in the previous steps. R Solact CSV fila
¢ You'll get a confirmation that the file is 802202265

“good”. If it isn’t you'll receive a red warning.
e Be sure to check out the
Troubleshooting section in this
document for important tips on having a
successful import. L
d Click “Upload”.
e Once the upload is complete the People tab will be populated.

Click "Upload" to add 2 people from this ( ) duplica re found.

Upload

= ESI In-House (US/Central) Upload CSV + Add a Person

(& Ssuccessfully imported 4 users from CSV file X

PEOPLE

FIRST NAME ACTIONS

¢ ®

Brandon

Jimbo

4. You can repeat this process at any time to add new employees.
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Deleting a Person

To delete a person

1. Select People and locate the person you would like to delete.
2. Click the trash can icon for the desired person and confirm in the popup.

PEOPLE

FIRST NAME LAST NAME ACTIONS

Jacki sar ]

& | @

Editing a Person

To edit people information

1. Select People and locate the person you would like to edit.
2. Click the pencil icon and modify the desired fields in the popup.
3. Don't forget to click Save.

PEOPLE

FIRST NAME LAST NAME ACTIONS

Becki e on — a

Adding Additional Admin Users e

First Name * Last Name *

Once the initial Admin has added People to Julia Gulia
the Dashboard they can select other People
to be admins. Keep in mind that Admins can
make changes to people, devices and access
schedules.

Email Address *

jkedward@test.com Mobile Number

Card ID Pin

1928379876

To add an admin

Groups

1. Select the desired person in the

People tab 0 Dual Authorization (requires Card ID [ Admin |[] Reselter
and PIN for access)

2. Check the Admin box then click
Save.

3. Check “Update” and then Done.

4. The user will receive an email telling
them their Access Dashboard status has been promoted. They'll follow the steps in the email to
get access to the Dashboard and create a password.
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Devices

Supported access devices consist of the following — AC20, AC30v, and AC32v.
Adding a Device to the Dashboard

Now that the access devices have been added to the network, it's time to add them to the dashboard.

1. Inthe Access Dashboard go to Devices in the left navigation panel and click Add a Device in the
upper right corner.
2. In the popup window enter
e The device’s MAC address, which is located on the back of the device.
e The desired name of the device (i.e., Lobby, Employee Entrance, Network Room)

Add Device

Name *

Lobby

MAC *

00304D0O3EF8C

Save and close Save and add new

CANCEL

3. After clicking Save the device will appear under Devices as Offline. Give the device at least 15
minutes to communicate with the network. Once it does its status will change to Online.

DEVICES

DEVICE ACTIVE DEVICE NAME MAC ADDRESS LAST UPDATED AT ACTIONS

ed Employee Entrance 00304d03ec24 ICK O]
Online Lobby 00304d03eb7c 022, 06:11:29 PM

Network Room 00304D0O3ES10

4. Viewing the Edit window for the device you'll
now see the IP address field is no longer

Device Info

Name * MAC *

empty.
3 . . Network Room 00304D03ES10
5. If your device continues to show offline
. ] Account
ensure that the Preparing the Access S eslinhouse.com
Devices section at the beginning of this — o
document was completed. Otherwise the AC1Ov 2022-08-02T23:12:08.534Z

device will remain offline.

Device Group
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Deleting a Device

To delete a device

1. Select Devices.
2. Click Delete (trashcan) on the desired device and confirm in the popup window.

Device Fakel 3802874

Editing a Device

The only editable fields in the Device edit screen is the Name and MAC address. The device group
information will automatically appear when groups are setup under the Group tab. The remaining fields in
the edit window are automatically filled in based on the network and communication with the ES| access
server.

DEVICE ACTIVE DEVICE NAME MAC ADDRESS LAST UPDATED AT ACTIONS

Online AC30v1 126 00304 9a 7/ 41 PM F W

Device Info

Name * MAC*

Network Room 00304D03E910

P Account

192168.254131 esi.inhouse.com

Model Last Updated At

AC10v 2022-08-02T23:12:08.534Z

Device Group
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Groups & Schedules

Important: Remember that Groups are required. Without this step the device doesn’t know which
reader and time frames are approved for that individual.

A group is a collection of specific People based on how they access the building or certain areas.
Therefore it may not be the same as the Departments you have created in the PBX. In the Groups tab
you are creating two things — a group of people and the access schedule associated with them.

For example you may only want employees to have access to the building between 7am — 6pm. But for
especially secure rooms that contain sensitive information like a network room, pharmaceutical closet, or
file room you may want to restrict access to only a small group of employees during a specific time range.
Also consider temporary employees, janitorial staff, and vendors who may need access to your facility at

time when the company is not open for business.

Key Notes

e Special characters (& @ # - , etc) are not accepted in the names of Groups.

o Before adding Groups to Access Dashboard ESI strongly recommends taking a moment to think
about who accesses your building and protected spaces, when and where. Writing this down will help
you easily add the information to Access Dashboard.

e A person (People) can be added to more than one group but use caution. If those groups have
overlapping schedules and there’s a loss of communication to the Access database or the network
then only one of the schedules that employee belongs to will be present in the reader and usable.

When thinking about my own [fake] company | came up with the following list.

Scenario

Devices

Group Name

Group Schedule

access the building at any time through
any access device. Note: Because they
have 24/7 access do not add this special
group of people to the Employees 7:30-5
group. You want to avoid employees in
more than one group.

Employees who work from 8a-5p, M-F. Employees 7:30a-5p The one named 8a-5p, M-F
They all use the back door entrance and “Back Door”

sometimes arrive as early at 7:30a.

Executive, Facility and IT staff that need to | 24/7 Group All devices 24[7

We have a cleaning crew that comes in
Tues (6p-10p) and Saturdays (9a — 1p).
They use on the back door entrance.

Cleaning Crew

The one named
“Back Door”

Tues (6p-10p
Saturdays (9a — 1p)
Thiscangoina
single schedule. No
need to make two
groups.

There’s a group of employees that come in
every other Saturday. They use the back
door and are present from 8a — 12p

Employees Saturday

The one named
“Back Door”

Every other
Saturday (8a-12p)

There is a shipping and receiving group as
well that can sometimes stay as late as
7pm. They need the ability to leave and
come back past 5pm. / can do 2 things —
update the employee 7:30-5 schedule to
7:30a-7p assuming it would not affect
security if the other employees can get in
the build past 5pm. If that’s not acceptable
create a new group that’s for “after hours”

Employees 5p-7p

The one named
“Back Door”

5p-7p, M-F
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Creating a group

To create a group

1. Select Groups and then click Add a Group in the upper right of the screen.
2. In the popup enter the appropriate information.

a You'll want the name to be somewhat short but meaningful so when seeing it you’ll know
which group of people it covers.

b If a person or device doesn’t appear in the drop down list then those items have not been
added under their respective tabs — People, Devices. You can finish your Group setup
and these items in later, when they’re setup.

¢ Notice there’s a 24/7 Access checkbox directly over “Sunday”. Checking this is preferred
opposed to entering 24hrs for each day.

d Only one schedule can be applied for each group. In the rare instances where a single
person has more than one schedule (i.e., M-F 8-5 and Sat 10-12) you’ll need to create a
second group for those that come in on Saturdays from 10-12.

3. Don’t forget to Save.

Add Group

Group Name *

Daytime M-F

People in Group

e
( Becki Lambchop 0) ( Jason Cowboy o)
~ AN

Devices in Group

A
( Back Door 0)
N

D 24/T Access

O
MON TUE WED THU FRI

From From From From From

07:00 AM O 07:00 AM O© 07:00 AM O 07:00 AM O 07:00 AM O
To To To To To

05:00 PM O 05:00 PM © 05:00 PM © 05:00 PM © 05:00 PM O©

Save and close Save and add new

CANCEL

Editing a Group

Select the desired group in the left sub-panel and make the necessary changes. Don’t forget to Save.

Deleting a Group
Select the desired group in the left sub-panel and click Delete Group. Don’t forget to
Save. And keep in mind that people in the deleted group will not have access unless they
are already associated with a different group or a new group is created.
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Device Profiles (for Groups and Schedules)

You can add a Group and its schedule to the device as a profile. This will keep the Group and it
Schedules on the device. The benefit is that if there is a loss of connection between the reader and the
Access database the schedules are still accessible [on the reader].

Note: A single reader can support only four profiles, therefore four schedules. You can create more
schedules but only four of those can be used for the profile feature.

Creating a Profile

1. Go to Devices and click edit on the desired device.
2. Click once on the desired device group name, which will present a pop up window.
3. Choose ‘Yes’ which will create the Profile. There’s nothing else to set or save.

Switch Device Account Device Info Device Active @

Name *

Shipping & Delivery

Add profile to device

IP
This feature requires firmware v2.8.2.7011 for eSIP or v2.8.2.7012 for eCloud.

192168.254132 Please make sure to upgrade before using this feature.

Are you sure you want to upgrade group Daytime M-F to the device as a
Model profile?

AC30v

Cancel

Device Group

Daytime M-F All Access

You'll see a green success notification and the chosen schedule for that Group will Dl Grop
turn green. This way you can tell which Groups are using the Profile feature. - -
SALES REPAIR

Removing a Group from Profile

Go through the same process for adding the Profile but when clicking on the green Device Group you'll
be asked remove the profile. Choose “Yes” and you’re done.

Remove profile from device

Are you sure you want to remove group SALES from device profile?

YES CANCEL
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Activity Logs

There are three places in Access Dashboard to view access activity logs.

e Dashboard tab — The main home view shows very recent logs for all devices and all users. This is
the only activity log than can be exported.
e Devices tab — click on the down arrow located to the far left of the desired device. When clicked
the section will expand to show all logs for that reader.
e People tab — click on the down arrow located to the far left of the desired person. When clicked
the section will expand to show all logs for that person.

ési) ESTECH SYSTEMS Activity

Y

‘ 08/04/2022

DEVICE ACTIVE

Online

PERSON NAME

Unknown User

Unknown User

Becki Lambchop

Unknown User

FIRST NAME

DEVICE NAME

Shipping & Delivery

Lobby

Shipping & Delivery

Lobby
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DEVICE NAME

ACCESS TIME

04 Aug 127 AM CDT

04 Aug @ 11:27 AM CDT

04 Aug @ 11:26 AM CDT

04 Aug @ 11:26 AM CDT

ACCESS TIME

04 Aug @ 11:03 AM CDT

04 Aug @ 11:02 AM CDT

04 Aug @ 11:02 AM CDT

04 Aug @ 089:33 AM CDT

Dashboard View

1141991025

Device View

DEVICES

MAC ADDRESS

Access history
ACCESS TYPE

PIN NUMBER

PIN NUMBER

ACCESS CARD

ACCESS CARD

People View

PEOPLE

LAST NAME

Lambchop

Access history

ACCESS TYPE

ACCESS CARD
ACCESS CARD
ACCESS CARD

ACCESS CARD

LAST UPDATED AT

STATUS

SUCCESS

STATUS

SUCCESS

SUCCESS

Export CSV

@ Success @ Fail

SUCCESS

SUGCESS

SUCCESS

ACTIONS

ACTIONS

SNAPSHOT
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Time Plan (aka Door Unlock Schedule)

A door unlock schedule is different than a group schedule. Setting a time plan will leave a door unlocked
based on a specific date and time. A good example of this is a lobby or customer entrance, where you
want the door to remain open during business hours. The same reader can have both a time plan and a
group schedule.

Important:

e Special characters (& @ # -, etc) are not accepted in the names of Time Plans.

Creating a time plan

1. In the Devices tab, locate the desired device and click on the clock icon.

Online Shipping &

2. Select a device lock/unlock schedule from the drop down list. Choose daily, weekly or monthly.

Device Lock/Unlock

SELECT VIEW =

Daily

Dal,v SChedUIe Device Lock/Unlock
Using this option means the schedule will take effect every o -
day of the year, except specific inactive dates that you ;-:H:-
choose.

o Enter the timeplan name and the start and end time. @ 05:00 PM
For instruction on inactive dates see the Selecting Inactive Select Inactie dases
Dates section of this document. Select inactive date

03/16/2022 m Selected Inactive dates:

2022317

2022417

2022530

202274
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Weekly schedule

Using this option means the schedule will take effect for
each day of the week and time frame you selected.

o Enter the time plan name.
o Set the start and end times.
o Ensure the slider button is set to Active Week
Days. Then choose the days of the week.
= If the time ranges are different for
specific days then you’ll need different
time plans.

For instruction on inactive dates see the Selecting
Inactive Dates section of this document.

Monthly schedule

Using this option means the schedule will take effect for
the selected day of the month, each month of the year.
For example if you choose the 4™ day of the month, the
schedule will take affect every 4™ day of the month.

Enter the time plan name.
Set the start and end times.
o Ensure the slider button is set to Active Week
Days. Then choose the days of the month.
= [f the time ranges are different for
specific days then you’ll need different
time plans.

For instruction on inactive dates see the Selecting
Inactive Dates section of this document.
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Device Lock/Unlock

WEEKLY ~

Timeplan Name.
Office Hours

Select End Time.

05:00 PM

Inactive dates)| Active Week Days

Device Lock/Unlock

MONTHLY ~

Timeplan Name
Office Hours

Select End Time

0500 PM

Inactive date Active dates

Tu We Th T i Selected active dates:

Day 1
2
Day 15
a
Day 30
16

23

30
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Selecting Inactive Dates

o If there are specific dates where you want the unlock schedule to be ignored or inactive, choose
those dates by clicking on the calendar field. The example below if using the Daily schedule. For
the Weekly or Monthly schedule simply ensure the button is set for Inactive Dates.

Inactive dates . Active dates

o Once the desired date is chosen it will appear in the Inactive list.

Device Lock/Unlock

DAILY

Timeplan Narme:

Office Hours ¢ March 2022 >

Select inactive dates
Select inactive date
03/16/2022 m Selected Inactive dates:
2022337
b 202247
2022530

202274

o Toremove an inactive date, select that date in the list and click X’. Selected inactive dates:

2023 33T

@ 2022.43T

2022530

202274
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Viewing Created Time Plans

1. In the Devices tab, locate the desired device and click on the eye icon.
2. The timeplan will appear with its details. If the timeplan need to be edited you’ll need to delete it and

recreate the timeplan.

Online Shipping & Delivery 00304D03EBSA

Deleting a Time Plan

1. Inthe Devices tab, locate the desired device and click on the eye icon.
2. Click on the trash can to delete.
Device Timeplans

Delete

Name Type Start Time End Time Repeat Datez  invalld Dates Timeplan

[ office Hours Weekly n 700 MON,TUEWED,THU FR1 ]

Day 1, Day 15,
Day 30

2022.3.30 l
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Image Snapshot

Image snapshot provides a static image of who is in front of the access device’s camera when a
user/visitor is using the access device. The purpose of image snapshot is to allow admins or other Access
Dashboard users the ability to verify that the person using their credentials (PIN, RFID card) to gain
access into the building is really the correct person.

There are three scenarios in which a snapshot is created

1. The user enters an access PIN at the reader to gain entry
2. The user scans their RFID card at the reader to gain entry
3. The employee uses the door unlock code from their phone to unlock the door for a visitor.

To view the image simply login to the Access Dashboard and go to the desired access log entry. Click on
the camera icon associated with the log entry.

Access history

Parson Name Access Time Access Type Status Snapshot

QA ESI Admin 05 May @ 10:32 AM CDT ACCESS CARD SUCCESS a

Peter Parker 05 May @ 10:31 AM CDT ACCESS CARD SUCCESS

Mary Jane Watson 05 May @ 10:31 AM CDT ACCESS CARD SUCCESS

The image will appear in a popup window as shown below.

Snapshot
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ESI Reseller Accounts

ESI resellers who are managing specific end-user accounts are setup in a similar fashion.

When your account is created by ESI the administrator you'll receive an email, where you'll create a
password and login to the dashboard. Very similar to process as noted in Your Access Dashboard
Account section.

Only ESI personnel can classify a user as a Reseller. But a Reseller can add admins to their account and
the managed (end-user) accounts. At this time only ESI personnel can create an account.

Added access for Estech Systems Access application

™ Estech Systems Access (no-reply@esi-estech.com)

To: you Details ~

Hi Julia Kedward,

Your user profile for the Estech Systems Access app was promoted t§ Reseller.
With thiz profile level, you can access the application and use yéwrewrstmy card/pin combination.

For accessing the app you will need a password, that can be created on the link below

L T T O NS SRR S YU SO T WL T e T 0 e O 2 0 2 W o U e e L 0 1 SR |

This is the reseller home view. If, you, the reseller, have no devices of your own for your own building, the
dashboard, people, and devices tabs on the reseller home view will remain empty. That's okay. Just the
opposite. If you are using ESI Access at your own building you’ll manage those devices and people in the
view below from the left navigation panel.

newrealm.net (US/Central)

lsi) ESTECH SVSTEMS Activity Export CSV

[ 08/09/2022 = ‘

@ Success @ Fai

gam  10am  tam  12om pm 2om 3pm

Live Feed

PERSON NAME DEVICE ACCESSED ACCESS TYPE sTaTUS SNAPSHOT

10100.30.40 TIMEPLAN 09 AM CD’

What any reseller will care about is the end-user accounts they manage. You'll access those by clicking
Owned Accounts in the left navigation panel.

newrealm.net (US/Central)

Gsi; ESTECH SYSTEMS
List of Accounts - New Realm Reseller Reseller View

ACCOUNT NAME DOMAIN A ACTION

To edit an account click on the pencil icon next to the desired account. The view will change to the
desired account.

Page 25 of 28 0455-0288 Rev M



Troubleshooting

Issue
The People CSYV file template
will not import.

Solution
Note: if a program such as Google Sheets or Excel is being used to
modify the .csv file, the formatting for both Card ID and Pin fields
needs to be changed to “Plain Text,” in order for leading O’s to be
programmed and accepted.

Not all the people in my Import
file appear in the dashboard.

As shown duplicates are
not accepted. Duplicates
can be due to name,
RFID number, PIN
number, or email address.
All entries must be
unique.

Upload CSV

Download CSV template

Click “Upload® to add 1 people from thi

access_templ
ate_people_72
12022.csv

Select CSV file

Bi

Upload

CANCEL

| don’t see certain accounts |
manage when logging in as a
Reseller.

Managed accounts are assigned to specific users within a Reseller
account. It's possible newly created accounts were not added to your
specific name. Please contact ESI Support, who can edit which
accounts you manage.

I’'m a Reseller and I'm trying to
add myself under People to
each of the accounts |
manage but it tells the email
address is already used.

As a reseller you do not need to manually add yourself to the
accounts you manage. You receive that account access by default.

Users are not getting access. |
check the access device itself
and it shows no one in the
access list even though |
imported a user list.

This is typically caused because the user is importing their contacts
directly to the reader. When using the Access Dashboard it's not
necessary to do this and actually prevents the list in Access
Dashboard from making its way to the device. If you’ve added
contacts to the device itself, delete them (from the reader). Ensure
that person is in the Access Dashboard. Add that person to a Group.
Give the system a few minutes and access should be successful.

| am unable to login.

If you have forgotten your password click the Forgot Password link on
the login page. ESI personnel cannot create or reset passwords.

The video from the access
device to my ePhone is not
working. Meaning | can’t see
the device video stream on my
phone.

The following ePhones are those that can receive video from the
Access Devices — ePhone8, ePhoneX, ePhonedx v2.

Make sure that the following is unchecked in the access device:
Line >> Advanced >> Uncheck "Use VPN". Note this is NOT the VPN
checkbox under the Network tab.
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Issue Solution

| am unable to see the device
in my account.

| can see the device in the
Account but am getting an
“invalid or missing” VPN
message when selecting
Show Active Users.

| am unable to select Show
Active Users.

The access device is not
coming online as shown in the
Access Dashboard.

Ensure that you've covered all the settings mentioned in the Getting
Started section of this document.

If the device is not obtaining a VPN IP address make sure that the
following is not blocked by the network.

e https://access.esiapi.io/

e 3.21.121.201 or 3.21.121.202

e Port: 1194

| can see the Device in the
Account but no log information
is displayed when the reader
is accessed.

Ensure the following is set in the device under the System > Auto

Provisioning tab under TR069 section

o ACS Server Type:l

ACS URL:https://doorcom-prod.esihs.net:7547
ACS UserName: *

ACS Password:*

ProvisioningCode:

Enable TR069:1

TLS Version:2

Periodix Interval:300

*Contact ESI Support for the default password.

O OO OO0 0 OO0

Ensure the following is set in the device under the EGS Settings >

Features tab

o Enable Log:1

o TR069 Log Format:
$index, $result, $time, $Sname, Snumber, $Stype, ScardID, $department,
Sposition, $location, $fwdNumber, $Scode

o UDP Log Format:
<8>door$index:S$result, $time, $Sname, $ScardID, $Stype, Sdecription, $
mac, Scode

o Addr. of Log Server: almanac.esiapi.io

o Port of Log Server:30000

o Access Code Mode:2

Tip: This information can be seen in one place by accessing the
CONFIG file from the device. It's located under the System >
Configuration tab

Export Configurations

Right click here to SAVE configurations in 'txt' format.

What happens in the case of
an Internet outage?

In case of an internet outage, the last schedule sent will be currently
retained by the device. For example if a user is scheduled from 8:00
AM to 5:00 PM, and the internet goes out at 4:55 PM the user will
remain active on the device until such time when the internet is
restored and the updated schedule is received.

| don’t see any People when
selecting Show Active Users.

Confirm that

e The device is assigned to a Group.

e The time range selected for that group is active. For example, if
it's currently 2:00 PM and that reader’s access is set from 8:00
AM — 12:00 PM, there will be no one in the active user’s list.

e The People defined in the Group have a Card ID or a PIN
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https://access.esiapi.io/

Issue Solution

associated with them.
| am getting the following error | ¢  First, verify that the Realm name in the reader is correct. To do so

“Not possible to add device - follow the instructions in the Updating the Realm Name (eSIP
existing for other accountld.” PBX Only) even if the device in on eCloud PBX.

o [f that doesn’t resolve the problem, please contact ESI Support.
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